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Abstract 
Cloud computing (CC) is a promising information and communication technologies (ICT) services 
delivery model that has already had a significant impact on Government agencies, small and medium 
enterprises and large organisations. Even though its adoption is moving from the early stage to  
mainstream, many organisations are still afraid that their resilience might deteriorate because of the 
additional levels of abstraction that CC introduces. This additional complexity makes the assessment 
of ICT operational resilience more difficult and no consensus exists of such analysis. Following a 
multi-method approach, this research proposal first extends prior research in the field, looking at new 
possible categories of resilience-oriented requirements when working in CC environments. Based on 
the results, this research will propose a conceptual model that helps organisations to maintain and 
improve Organisational Resilience (OR) when working in CC environments, from the ICT operational 
perspective. Particularly, as a lack of coordination has been identified as one of the main problems 
when facing disruptive incidents, using coordination theory, this research will identify the 
fundamental coordination processes involved in the proposed model. The results of this research 
should be of interest to academic researchers and practitioners. 
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1 INTRODUCTION 
Cloud computing (CC) is a new paradigm that promises uncountable benefits for organisations 
including agility, reduced time to market, reduced cost and renewed focus on the core business. 
According to IDC
1
, regardless of their specific motivation, organisations are increasingly turning to 
this type of service; in fact, it has been predicted that by 2016, US $1 of every US $5 will be spent on 
cloud-based software and infrastructure (Mahowald & Sullivan, 2012). However, like every new trend, 
CC also has risks and concerns that are being identified in order to use it effectively and safely. An 
increasing number of researchers and practitioners worldwide are developing new knowledge about 
CC in a wide range of applications from the business perspective to more technical issues (Yang & 
Tate, 2012). In the former, researchers have been working specifically on economic impact, costs, 
reasons for adoption and growth trends (Centre for Economics and Business Research Ltd, 2011; 
Iansiti & Richards, 2011; Marston et al., 2011; Saya et al., 2010). In the latter, issues regarding 
portability, interoperability and security have been studied (Buyya et al., 2010; Catteddu & Hogben, 
2009; Chen et al., 2010; Cloud Security Alliance, 2010). 
Somewhere in the intersection between these technical and business concerns, many researchers and 
renowned international organisations and associations have identified Availability / Business 
Continuity as one of the main obstacles to and opportunities for the growth of CC (Armbrust et al., 
2010; Badger et al., 2012; Catteddu & Hogben, 2009; Cloud Security Alliance, 2011; Hancock & 
Hutley, 2012). Business continuity and disaster recovery plans become even more important in cloud 
environments because cloud outages and cloud security compromises are some of the many additional 
issues that can lead to an operational disruption. Thus, if things go wrong, a joint effort between the 
cloud provider and the organisation that requires high levels of coordination, is needed in order to 
avoid unacceptable downtimes (Toomer, 2011). 
According to the International Organization for Standardization (ISO), Business Continuity 
Management (BCM) is an “holistic management process that identifies potential threats to an 
organization and the impacts to business operations those threats, if realized, might cause, and which 
provides a framework for building organizational resilience (…)” (2012, p. 2). Then, the final 
objective of BCM is to build Organisational Resilience (OR). In fact, this concept has gained 
considerable attention in the last few years, mainly because organisations are the engine of economic 
growth and sustainable development and disruptions can have significant and widespread impacts 
globally (Boin & Lagadec, 2000). On top of that, the annual number of both natural and man-made 
disasters has increased significantly during the past 20 years. As a consequence, the need for 
organisations to exhibit high reliability in the face of adversity has increased and in order to build and 
improve OR a deep understanding of the information and communication technologies (ICT) 
environment is essential. These two factors, the massive adoption of CC as a model for performing 
ICT functions and the growing relevance of the OR concept, have heightened the need to strengthen 
the ability of organisations to respond to disruptive incidents when working in cloud environments.  
Based on these facts, this research aims, firstly, to understand how the adoption of CC impacts the 
ability of an organisation to continue to function in the face of disruption, in order to identify new 
categories of resilience-oriented requirements when working in CC environments. Secondly, using 
these results and the analysis of the CC reference architecture (Liu et al., 2011) the main purpose of 
this research is to propose a conceptual model that helps organisations to maintain and improve OR 
when working in CC environments, from the ICT operational perspective. In addition, as lack of 
coordination has been identified as one of the main problems when facing disruptive incidents 
(Hossain & Kuti, 2010). Thirdly, using coordination theory (Malone & Crowston, 1994) this research 
will identify the fundamental coordination processes involved in the proposed model. The assessment 
of these two artefacts will be performed through the experts’ opinions approach, and walkthrough and 
tabletop exercises. Finally, the proposed artefacts will be used to analyse one of the current ICT 
                                              
1 International Data Corporation is a market research specialized in information technology.  
resilience standards in order to identifying possible gaps and make some suggestions to respond to the 
new CC requirements. It is expected that the designed artefacts will integrate the foundational and 
practical requirements of ICT operational resilience in CC environments and could be used for 
planning and decision making to anticipate, prevent, prepare for, and respond to ICT disruptive 
incidents.  
 
2 LITERATURE REVIEW AND RESEARCH QUESTIONS 
In seeking to understand the impact of CC adoption in OR, firstly this section gives a brief description 
of CC and its main characteristics. Secondly, it presents a broad overview related to the resilience 
concept focusing on OR and how coordination among individuals, ICT services and organisations is 
an essential process especially when responding to disruptive incidents. Thirdly, it gives an overview 
of some well cited studies conducted in OR that focus on the domain of ICT and lastly, it presents the 
primary research questions for this research. 
2.1 Cloud computing as an ICT performing functions model 
CC is a type of computing based on the delivery of services. There are many definitions but there is 
broad acceptance of the one provided by the US National Institute for Standards and Technology 
(NIST). NIST defines it as “a model for enabling ubiquitous, convenient, on-demand network access 
to a shared pool of configurable computing resources (e.g., networks, servers, storage, applications, 
and services) that can be rapidly provisioned and released with minimal management effort or service 
provider interaction” (Mell & Grance, 2009, p. 2). This definition requires computing services to be 
accessible across private or public networks and also implies that computing resources are pooled, 
reusable and rapidly reconfigured. Therefore, five essential characteristics are derived: on-demand 
self-service, broad network access, resource pooling, rapid elasticity, and measured service. In 
practice CC describes three predominant and related service models (Hancock & Hutley, 2012): 
 SaaS - Software as a Service or paying access to software as web-accessed services instead of 
installing it on the premises. 
 PaaS - Platform as a Service or developing and hosting tailor made software in cloud 
environments (platforms) that provide all required tools, languages, databases and resources. 
 IaaS - Infrastructure as a Service or paying access to a computer processing power and storage. 
In addition, there are four deployment models for these cloud service offerings: public, private, 
community and hybrid. The main characteristics of each of them and their main benefits are 
summarized in Table 1 below. 
Despite the benefits there are several constraints that need to be overcome (Armbrust et al., 2010; 
Hancock & Hutley, 2012; Intelligence and National Security Alliance, 2012). The natural barriers to 
full adoption include, but are not limited to: 
 Speed/latency issues and reliance on telecommunications services providers. 
 Compatibility of an organisation’s internal processes with cloud offerings. 
 Location of data and related security and data sovereignty issues. 
 Business continuity/disaster recovery and integration. 
 Limited knowledge of product offering and lack of familiarity of business with opportunities. 
Business continuity and disaster recovery plans become even more important in CC environments 
because cloud outages and cloud security compromises are some of the many additional issues that 
can lead to an operational disruption. 
 
 
 
 Cloud type 
Definitions from (Liu et al., 2011, pp. 
10-12) 
Benefits (Armbrust et al., 2010; Hancock & 
Hutley, 2012; Intelligence and National Security 
Alliance, 2012) 
Public 
“A public cloud is one in which the cloud 
infrastructure and computing resources are 
made available to the general public over a 
public network”. 
* Ability to rapidly scale the allocation of 
computing resources to match fluctuations in 
business demand.  
* Utility-based pricing, then users only pay for 
computing resources actually used.  
* Potentially large economies of scale. 
Private 
“A private cloud gives a single cloud 
consumer’s organization the exclusive 
access to and usage of the infrastructure 
and computational resources”. 
* Considered the most secure option but with 
reduced potential for economies of scale and 
productivity gains. 
Community 
“A community cloud serves a group of 
cloud consumers which have shared 
concerns such as mission objectives, 
security, privacy, and compliance policy 
(…) It is considered the half way between 
private and public clouds”. 
* Reduced economies of scale traded- off for 
increased security. 
Hybrid 
“A hybrid cloud is a composition of two or 
more clouds that remain as distinct entities 
but are bound together by standardized or 
proprietary technology that enables data 
and application portability”. 
* Allows for multiple deployment methods to 
meet specific business/agency needs. 
Table 1. Cloud deployment models – Characteristics and benefits 
2.2 Organisation resilience and coordination processes 
Resilience may be viewed as a property or quality that enables a system (individual, organisation or 
community) to adapt and recover from a disturbance. Notwithstanding the many definitions in the 
literature, researchers recognise two general types: engineering resilience and ecological resilience 
(Holling, 2010); the main difference being that the former focuses on efficiency while the latter 
focuses on persistence. In the field of management, OR emerged in literature in the 1990s as an 
explanation for the ability of organisations to survive and also thrive when exposed to external shocks 
such as natural disasters, terrorist attacks and uncertain environments (Wilson, 2010). The concept has 
been applied to crisis management, disasters and high-reliability organisations (HROs) (Coutu, 2002; 
Dalziell & McManus, 2004; Kendra & Wachtendorf, 2003; Paton & Johnston, 2001; Stephenson, 
2010; Tierney, 2003; Weick & Sutcliffe, 2001; Weick et al., 2008; Woods & Wreathall, 2008). 
Particularly, Dalziell and McManus (2004) have identified that from this perspective, the main 
implications of each of the two recognised types of resilience are:  
 Engineering resilience implies “maximising the efficiency of systems and process to return and 
maintain the system at its desired state” (p. 8). 
 Ecological resilience implies “designing flexible systems and processes that continue to function 
in the face of disturbances” (p. 8). 
Moreover, organisations increasingly depend on partnerships to achieve their mission (Caralli et al., 
2010). External partners provide essential skills and functions as in the case of CC, where 
organisations that are consuming CC services are ceding control of some of their business processes 
to their CC provider. Therefore, organisations are forced to rethink how to assess and build their OR 
and, especially under suddenly altered conditions of operation, when the coordination process among 
individuals, ICT services, and other organisations is particularly complex and not well-understood 
(Comfort & Kapucu, 2006). In fact, Hossain and Matthew (2010) highlight that many of the 
underlying problems during a disruptive incident response are the result of a poor coordination 
process. In addition, coordination has been studied in both stable working relationships (Malone & 
Crowston, 1994) and disruptive incidents response (Comfort & Kapucu, 2006; Hossain & Kuti, 2010). 
In the former, the main processes analysed include managing shared resources, producer/consumer 
relationships, simultaneity constraints, and tank/subtask dependencies while in the latter, a social 
networking and a complex adaptive systems perspective have been explored for overcoming 
coordination problems in emergency response networks. 
Based on the abovementioned findings, this study also seeks to extend the scope of prior research by 
looking at the main changes in the partnership coordination processes when handling disruptive 
incidents and by adopting an ecological resilience approach in order to focus on designing flexible 
coordination processes between organisations consuming cloud services and their cloud providers. 
2.3 Organisational resilience in ICT 
In the context of ICT, resilience has been studied mainly from two different perspectives. The first 
perspective is essentially technical and is often used as a synonym of robustness or fault tolerance. 
Thus, failures are unavoidable and a resilient system is capable of operating in perturbed mode 
(Bursztein & Goubault-Larrecq, 2007; Hawes & Reed, 2006; Najjar & Gaudiot, 1990). The second 
perspective is organisational, being the main interest of this research, and has been studied mainly to 
understand: how computing systems impact organisational performance, how to assess alternative 
methods and how to establish essential components. A brief summary of research addressing these 
topics is presented in Table 2. 
 
Topic Authors 
How the strengthen of information systems (individual 
and systems level) is translated into reliable 
organisational performance 
(Butler & Gray, 2006; Riolli & Savicki, 2003; Shao, 
2005) 
Impact of information technology and managerial pro-
activeness in building net-enabled organisational 
resilience 
(Oh & Teo, 2006) 
Comparison of different contingency plans 
or resilience scenarios, trade-offs and decision  
(Post & Diltz, 1986; Van de Walle & Rutkowski, 
2006; Zobel, 2011; Zobel & Khansa, 2012) 
 
Establishment of the essential components of disaster 
recovery methods  
(Cumbie, 2007) 
(Mousavi et al., 2012) 
Resilience Management Model (RMM) that seeks to 
manage of ICT operational resilience across three 
disciplines: security management, BCM and ICT 
operations management.  
(Caralli et al., 2010) 
Table 2. ICT organisational resilience-related research 
However, few academics and practitioner associations have published specific research on how the 
adoption of CC impacts the ICT operational resilience and, in general, how to maintain and improve 
OR when working in cloud environments. Some of these are briefly outlined below: 
 Kounev et al. (2012) define resilience as the “system’s ability to continue providing available, 
responsive and reliable services under external perturbations such as security attacks, accidents, 
unexpected load spikes or fault-loads” (p. 67). The author’s consider resilience as part of 
dependability and provide an overview of the research challenges and opportunities in providing 
dependability and resilience in cloud environments mainly from the self-adaptive and power 
management perspectives. 
 Undheim, Chilwan and Heegaard (2011) focus on the availability attribute of a cloud service level 
agreement (SLA). They develop a simplified cloud system model and identify two possible 
dimensions for differentiating cloud application as well as proposing some important 
improvements to the cloud’s SLAs.  
 The Cloud Security Alliance (2011) has been working in the Cloud Controls Matrix, a security 
controls framework for cloud providers and consumers in assessing the overall security risk of a 
cloud provider. The domain called “Resiliency” addresses aspects like BCM policy, Impact 
Analysis, BCM testing and some specific mechanism for particular failures. 
This shows that research in ICT operational resilience in CC environments is relatively unexplored 
and a recent academic literature review shows that many, if not all, avenues are open for future 
research in this topic (Hoberg et al., 2012).  
2.4 Research questions 
CC has already had a significant impact on Government agencies, small and medium enterprises and 
large organisations (Lansiti & Richards, 2011). According to the IDC ICT cloud services are moving 
from the early stage of adoption to the mainstream adoption (Gens, 2010), however, organisations are 
still afraid that their resilience might deteriorate because the additional levels of abstraction that CC 
introduces makes the assessment of ICT operational resilience more difficult (Da Rold et al., 2011) 
and no consensus yet exists on the form or content of such analysis. Based on this, it is the interest of 
this study to find out what the requirements are for setting up and managing an effective ICT 
operational resilience management system in CC environments and four research questions around 
this issue have been identified:  
 RQ1: what are the controls and coordination mechanisms that organisations, working in cloud 
environments, currently use to handle disruptive incidents? An exploratory study will be 
conducted in order to identify new categories of resilience-oriented requirements when working in 
CC environments.  
 RQ2: how do the main reference architecture characteristics of CC affect the ICT operational 
resilience requirements? What new requirements emerge? This part of the study will look at the 
reference architecture components of CC and mapping them with the current ICT resilience 
management requirements in order to identify possible gaps. 
As a result of this first part, this research will propose a conceptual model that helps organisations to 
maintain and improve OR when working in CC environments, from the ICT operational perspective, 
focusing on the coordination processes involved in the model. Following, in order to improve the 
effectiveness of the ICT resilience programs in organisations working in cloud environments an 
answer to the two final questions of this study needs to be found. Therefore, the proposed artefacts 
will be used to analyse one of the current ICT resilience standards in order to identify possible gaps 
and contribute suggestions to respond to the new CC requirements and thereby providing answers to 
the two final questions. 
 RQ3: what should be amended in the current ICT resilience / BCM standards to fulfil these new 
needs? 
 RQ4: in order to support these standards, how should the current controls/processes be adjusted? 
What new controls/processes should be created?  
 
3 RESEARCH DESIGN 
In the field of information systems many research methodologies have been used, depending on the 
topic and the philosophical position of the researchers (Burstein & Gregor, 1999). The specific topic 
that this research is addressing has two main scientific interests. On one hand, it aims to understand 
how the adoption of CC impacts the OR requirements in order to identify and classify categories of 
mechanisms that are being used by organisations consuming CC services. This part of the research 
pursues fundamentally a knowledge-producing objective. On the other hand, it also aims to propose a 
model that helps organisations that are turning to CC services to maintain and improve their OR from 
the ICT operational perspective, which is fundamentally a knowledge-using objective. Therefore, the 
dual nature of the addressed problem is clearly recognisable and this research aims to solve a practical 
problem while contributing to the body of knowledge. In addition, given the social-technical nature of 
the problem: “joint effort between the cloud provider and the organisation that requires high levels of 
coordination in order to avoid unacceptable downtimes”, primarily an interpretive approach is 
employed. 
In addition, a number of studies have found that a multiple research methodology should be used to 
discover different dimensions of the research problem, particularly when the problem deals with real-
world complexities, in order to achieve richer results (Adams & Courtney, 2004; Mingers, 2001; 
Nunamaker et al., 1991). Based on the above, this research adopts the multi-methodological approach 
proposed by Mingers (2001) that follows four major phases: appreciation, analysis, assessment and 
action as shown in the Figure 1 below: 
 
 
Figure 1. Research as a Process: a Multi-method Approach to IS Research, based on (Mingers, 
2001, pp. 245-246) 
Specifically, this research in progress proposal is structured as follows:  
 The appreciation phase will organise the exploratory study and aims to identify new categories of 
resilience-oriented requirements when working in CC environments. Collection of real-world data 
through semi-structured interviews will help to identify and classify the specific mechanisms that 
are being used by organisations consuming CC services. 
 The phase of analysis, using the results from the previous phase and focusing on the reference 
architecture of CC (Liu et al., 2011), will propose a conceptual model that helps organisations to 
maintain and improve OR when working in CC environments from the ICT operational 
perspective. In addition, as lack of coordination has been identified as one of the main problems 
when facing disruptive incidents, this model will include the fundamental coordination processes 
for overcoming managing dependencies problems between the organisation that is consuming 
cloud services and its CC provider. 
 The assessment phase will test the two designed artefacts through three different approaches: first, 
based on a structuralist approach the elements of the model and the connections among them will 
be assessed. Secondly, following an experts’ opinions approach the two artefacts will be 
presented to determine the quality of their foundation in order to obtain academic judgments as an 
additional input to refine it. Finally, in order to demonstrate the validity of the artefacts through 
different types of tests, like walkthrough and tabletop exercises, that are domain specific to the 
main research topic, ICT resilience. 
 In the final action phase the proposed artefacts will be used to analyse one of the current ICT 
resilience standards in order to identifying possible gaps and make some suggestions to respond to 
the new CC requirements.  
 
In addition, other authors have proposed conceptual frameworks for understanding, executing and 
evaluating IS research when using multiple paradigms. For instance, the framework proposed by 
Hevner et al (2004) is particularly helpful for this study because it addresses the “interplay among 
business strategy, IT strategy, organizational infrastructure, and IS infrastructure” (p. 78) while 
balancing the practical and theoretical contributions. In conclusion, this study is employing mainly an 
interpretive approach adopting a tailored multi-method framework. 
4 EXPECTED CONTRIBUTIONS 
The mains contribution of this study will be the proposed conceptual model and the fundamental 
coordination processes involved in the model. It is expected that the designed artefacts will integrate 
the foundational and practical requirements of ICT operational resilience in CC environments and be 
used for planning and decision making to anticipate, prevent, prepare for, and respond to ICT 
disruptive incidents. Thus, the results of this research should be of interest to academic researchers 
and practitioners. 
In addition, given the explained context and the problem addressed, this research tangentially 
contributes to: 
 Establishing a common terminology in ICT resilience that could be used for both academics and 
practitioners to facilitate its understanding and/or its operationalization. Particularly, from the CC 
services market perspective, the current lack of common terminology in ICT operational 
resilience is a specific problem that makes it more difficult to assess the trustworthiness of CC 
providers as mentioned previously.  
 Identifying and classifying new requirements in the ICT resilience subject for cloud environments 
that could guide future research. Also, this classification could be used as an educational material 
to improve resilience awareness in organisations working in cloud environments.  
 Identifying controls and mechanisms that organisations could use to minimise potential impacts of 
ICT services disruptions particularly useful for cloud environments. Even though current ICT 
resilience standards provide guideline that can be used by organisations to achieve this objective, 
new specific requirements for cloud environments could demand some changes.  
 Reducing CC adoption barriers, working on and learning from one of the identified challenges. 
This research supports the boosting of cloud computing and its positive impacts and helps with 
increasing resilience against the risks that ICT can bring to organisations (World Economic 
Forum & INSEAD, 2012).  
 Enabling reliable services, organisations using CC can expand their markets and governments can 
make their services more efficient while decreasing ICT expenses but not their reliability 
(European Commision, 2012). 
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